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1. Formula clause

This document including any possible annexes and links is intended solely for the needs of an e-
shop service provider (hereinafter referred to as “Customer”).

Information included in this document (hereinafter referred to as "Information") are subject to
intellectual property and copyright protection of the Global Payments Europe, s.r.o. (hereinafter
referred to as "GPE") and are of a commercially confidential nature in accordance with the
provisions of the section 504 of the Act No. 89/2012 Coll., Civil Code. The Customer is aware of
the legal obligations in relation to the handling of Information.

Information or any part thereof may not be provided or in any way made available to third parties
without the prior written consent of the GPE. At the same time, Information may not be used by the
Customer for purposes other than for the purpose for which it serves. To avoid any doubts, without
the prior written consent of the GPE, Information or any part thereof may be provided or in any way
made available neither to companies providing payment processing services on the Internet.

The GPE to the extent permitted by applicable law retains all rights to this document and
Information contained therein. Any reproduction, use, exposure, or other publication, or
dissemination of Information or its part by methods known and as yet undiscovered without the
prior written consent of the GPE is strictly prohibited. The GPE is not in any way responsible for
any errors or omissions in Information. GPE reserves the right, without giving any reason, to
amend or repeal any Information.
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2. Introduction

This document describes principle of creating payments in the GP webpay payment gateway
environment and authorization of subsequent operations with payments.

2.1 General GP webpay security principle

In order to secure itself, the GP webpay system uses the so-called PKI (Public Key Infrastructure)
model. This model uses asymmetric cryptography, using two different keys.

1. Private key — this part is secret and is owned only by the authorized person (i.e. key owner)

2. Public key — the public part that can be distributed any channel (even the unsecured) —
e-mail, public repository of keys ...

A main characteristic of the private key is that no two keys in the world are identical —i.e. each and
every key is original.

2.1.1 How to obtain the private key

e Public certification authority — a trusted commercial authority providing management of
keys (i.e. issuance, revocation, renewal...). Its public key is located directly in web
browsers, or in various run-times (run-time environment for other software — e.g. Java,
.NET...). Keys issued by this authority are widely accepted as credible and are used for
communication with banks and public institutions — e.g. Thawte (https://www.thawte.com/),
Prvni certifikaéni autorita a.s. (http://www.ica.cz/).

e Various general solutions — private keys are not generally accepted, nevertheless they are
built on trust between a client and specific key provider — e.g. Komerc¢ni banka has its own
certification authority and provides its clients with keys to enable their communication with
internet banking.

o GP webpay enables its clients to obtain a private key via the web portal. This key can be
used only in the GP webpay environment.

2.1.2 PKI functions

e access authentication (user’s identity verification)

e messages integrity verification (message has not been altered in any way)
e undeniableness — using electronic signature

e privacy — messages encryption, symmetric and asymmetric encryption

GP webpay uses only two of the above mentioned functions — integrity verification and
undeniableness.
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2.2 Using PKI in GP webpay
2.2.1 Ways of use

The private key is used for generating a signature of all the messages enabling manipulation with
payments. A verified signature guarantees integrity of transmitted data and correct identity
(undeniableness of identity) of a message sender — there is no possibility to create a signature
using the public part of key.

Types of messages:
e Creating new payments by means of standard HTTP interface
e Payments management in the Portal — money capture/refund of a card holder

¢ Payments management by means of web-services — used at direct connection of the GP
webpay system with merchant’s payment system

2.2.2 Message integrity verification

Every message modifying data (whether it is creating payments or operations with payments)
contains not only data, but also a signature box. Signature is created on the side of the private key
owner on the basis of input data and the private key with the use of a general algorithm for
signature calculation. After the data are sent to the server, it carries out verification a similar way,
but using relevant public key (public key is searched out on the basis of identifier of the message
sender; the identifier is sent in a message). If the calculation differs, there must have occurred data
disruption in the course of their transmission.

- — “"“"ﬁ“
’ .

- == '

YES

2.2.3 Message sender identity verification

A part of transmitted data is also an identifier of the message sender. On the basis of this identifier,
the relevant public key is selected on the server side. If it was possible to verify the signature and
provided that there are no two identical private keys, it can be stated that the data had really been
sent by the private key holder.
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3. Private key and its management

3.1 Private key in general

Private key is the basis of security of the GP webpay system. This key is solely owned by the key
holder and it is necessary to observe maximally all the security requirements for confidentiality:

o Keepitin a secure place
e Always have it protected by password

o If the key is compromised, it is necessary to obtain a new key and to inform all the subjects
using its public part for identity verification that the key has been compromised

Private key is stored in a data file. This file is called a repository, or keystore. Keystore can contain
more private and public keys. To be able to differentiate among the keys in the keystore, there are
names assigned to them — the so-called aliases. The keystore is protected by the central password
and besides that, every private key is protected by its own password.

There are several formats of keystores. For our purposes, the following ones are sufficient (the
below described conversion application supports precisely these formats):

JCEKS - keystore in the format supported by JAVA programming language
PFX — keystore in the format supported by Microsoft corporation (PKCS12)
PEM - keystore in the format supported by PHP programming language
The formats for distribution of the public key relate to these types as well:
PEM — keystore in the text format

DER — keystore in the binary format

3.2 How to obtain the private key

As mentioned above, private key can be obtained in a few different ways. For commercial
purposes, or for communication with public administration, it is necessary to obtain a key from a
trusted certification authority.

For the purposes of operating the GP webpay system, it is sufficient to obtain it by means available
in the GP webpay.

If you have already bought any private key (there are several commercial certification authorities
issuing/selling private keys), it can be used as well.

3.2.1 History

From the very beginning of functioning of the GP webpay, there has been a possibility to get the
private key by means of individually delivered application “Key and certificate generation”. This
application has been downloadable from the user environment GP webpay GUI and also as a part
of distribution package of the documentation.
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Company/Merchant name:

Merchant Mumber (Merchant D):

Cerificate sequence number; |201605027555

Merchant bank: =— select bank —=

Keystore file name: I

ks, .cer, .pfx, .pem files will be generated)

keytore password (7 letters/numbers max.): I

(same will be use for private key access)

(c) 2004/2009 GPE, s.r.0. Generate cert'keystore

The following files are the result of generation:
<name>. ks — keystore file in the Java format — contains both the private and the public key
<name>.pfx — keystore file in the PKCS#12 format — contains both the private and the public key

<name>.pem — keystore file in the PEM format — contains both the private and the public key —
e.g. for PHP apps

<name>. cer — file containing the public key

3.2.2 The present

The GP webpay Portal, the new graphic interface for management of orders, has incorporated
management of both private and public keys of individual e-shops. Its part is also the possibility to
generate the private key by means of the web browser.

Q & KEY MANAGEMENT
o Creating keys and their management
@ The GP webpay payment gateway uses principles of asymmetric cryptography to ensure the
—r security based on private and public keys.
Ch
= The private key will be stored in the web browser's cache memory and the public key will be Creating a private kE)’
stored on server side of the GP webpay. The user has the ability to manage the payment orders It creates securely a new private key in
through the menu Payments (for managing payment orders it's always required o provide a your web browser. This option is intended
- password for the private encryption key). for users who do not own any private keys.
% After selection of the e-shop from the list, there is displayed the scheme containing information CREATE
about the private key status in the web browser and information about the public key status on
: the server side of the GP webpay. These keys are also used to secure communication between
2 the e-shop and the GP webpay server and also at using the Web Services.
Learn more.
& Global Payments Eurape 2015, v: 1.2.2-5 @

The result of generation is the file “gpwebpay-pvk.key” in text format PEM.
This key can be inserted into the web browser (by import in the Portal).

At the same time it has to be preserved for future use — e.g. in another web browser.
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3.3 The private key management

To be able to operate with payments in the web application GP webpay Portal (hereinafter
referred as the Portal), it is necessary to upload the private key to the web browser. This upload
can be carried out after a successful login, directly in the environment of the Portal. The private key
has to be stored in the text format PEM,; this format is created also during key generation in the

Portal (file "gpwebpay-pvk.key”).

In case you have the private key from earlier, it is necessary to update the original format to the
new one. The GP webpay Keystore Manager application can be used for this purpose. Application
is available in the “Downloads” menu of the Portal and for its operation it requires to have the

installed Java (downloadable from Oracle website http://www.java.com).

GP webpay Keystore Manager application has these functionalities:

e Public key information — the key “fingerprint” — it can be compared with the value in the GP

webpay Portal

e Format update — format conversion of the initial file containing the private key

e Password change — changing the private key password in the new format

e For developers — automatic conversion of the private key in the new format into formats

supported by various developer tools

GP webpay Keystore M
B GP webpey Kpyetore Managci g

NE )

(2] ECOMMERCE
-~

GP WEBPAY

INFORMATION
ABOUT PUBLIC KEY

2 Global Payments Europe

FORMAT UPDATE

FOR DEVELOPERS

;-PJJ;

~—-1 11—
_ﬂ

Hover your mouse over a “tile” to display a brief description of functionality:

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic
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B =
ECOMMERCE

GP WEBPAY

View of the shortened version of the public

key fingerprint _
SR rivate key format has to be updated for

INFORMATION ithin the Portal GP webpay.
FORMAT UPDA' _ _ . - A DEVELOPERS
ABOUT PUBLIC KEY
- Changing the private key password
(gf* ® . " WAREY e
Transferring the private k nto  different
formats for integrating t yment gateway

& Global Payments Europe

The application supports a few language versions. To switch among them, use the flag icons in the
bottom part of the screen.

3.3.1 Public key information

“Tile” is designed to show the “fingerprint” of the public key. The “Fingerprint” can be compared
with value in GP webpay Portal to be sure that the key in keystore is the same as the key stored
GP webpay server.

By clicking the “INFORMATION ABOUT PUBLIC KEY” tile, there is displayed a window to select
the file containing the private key:

ECOMMERCE

GP WEBPAY

Select the private key file

Password

Select the keystore with the extension (ks or Jks) which has to be converted to the new format

L
(.key) for the use within the Portal GP webpay

da
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In the input box “File path”, it is necessary to find the file containing the original key by scrolling
through the directory structure.

i =
€9 BZIICEET 50 I

Usporadat v Nova slozka =~ [ @

% OneDrive “  Nazev polozky Datum zmény Typ Velikost

: . #- pay-testks 28.8.2008 13:20 Soubor KS 3kB
ECOMMERCE & Knihovny :
AP WERPAY e ¢+ pay-test-vice.ks 4,6.201512:07 Soubor KS 18 kB
GP WEBPAY |'5| Dokumenty

& Hudba
Select a prive [&] Obrazky |2
=I| Subversion ‘

Videa L4

1M pocitaé
& os(C)
Password s 0S () s,

File path

Nazev souboru: v [JKS Keystore files (*.ks,* jks,*.jce V]

Select the keystore with the extension (ks or jks) [ Oteviit IV] [ Storno ]
(.key) for the use within

Confirm your selection of the private key file by clicking the “Open” button.

The selection window closes and the application waits for the password to the keystore and for
pressing the “Next” button. There follows an attempt to retrieve the file content.

If the wrong password is entered, or if the file does not contain the private key, the following
message is displayed:

ERROR Wrong password has been entered, or the expected content file is missing.

CLOSE

In case that the keystore file contains more private keys, the list of keys is displayed and it is
necessary to select the right private key:

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 12139
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ECOMMERCE

GP WEBPAY

paymuzo

Select the private key which has to be updated to the new format (with the extension .key)

PREVIOUS

and continue by clicking the “Next” button®. If there is only one private key, this screen is skipped.

After the correctness of the input file is verified, or key selection is confirmed, the “fingerprints” are
displayed:

E GP webpay Keystore Manager @@g

ECOMMERCE |

GP WEBPAY

Information about public key

Fingerprint  060330d0c9bd2a465c145e0f14f2fbaadbd14f8d

Short fingerprint  4B:91:4F:8D

The shortened version of the fingerprint corresponds to the GP webpay.

PREVIOUS FINISH

Displayed value should be the same as the value in GP webpay Portal:

b

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 13/39
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MUZO TEST IPHONE

Security of communication for e-shop MUZO TEST IPHONE

]| ] @
HEN — —
- -
THE USER'S BROWSER INTERNET GP WEBPAY SERVER

@)
Y

By pressing the “Finish” button, the application returns to the initial screen.

3.3.2 Format update

This “tile” serves for the format update of the initial private key, which was used in the old GUI for
merchants. The original format is in the JAVA structure and has — in most cases — file name
extension “.ks”, “.jks” or “.jceks”. The new format is in the PEM structure and the private key is
stored in the file “gpwebpay-pvk.key”.

By clicking the “FORMAT UPDATE” tile, there is displayed a window to select the file containing
the private key in the old format:

ECOMMERCE

GP WEBPAY

Select the private key file

File path Browse...

Password

Select the keystore with the extension (ks or jks) which has to be converted to the new format

(.key) for the use within the Portal GP webpay.

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 1439
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In the input box “File path”, it is necessary to find the file containing the original key by scrolling
through the directory structure.

i =
€9 BZIICEET 50 I

Usporadat v Nova slozka =~ [ @

% OneDrive “  Nazev polozky Datum zmény Typ Velikost

: . #- pay-testks 28.8.2008 13:20 Soubor KS 3kB
ECOMMERCE & Knihovny :
AP WERPAY e ¢+ pay-test-vice.ks 4,6.201512:07 Soubor KS 18 kB
GP WEBPAY |'5| Dokumenty

& Hudba
Select a prive [&] Obrazky |2
=I| Subversion ‘

Videa L4

1M pocitaé
& os(C)
Password s 0S () s,

File path

Nazev souboru: v [JKS Keystore files (*.ks,* jks,*.jce V]

Select the keystore with the extension (ks or jks) [ Oteviit IV] [ Storno ]
(.key) for the use within

Confirm your selection of the private key file by clicking the “Open” button.

The selection window closes and the application waits for the password to the original keystore
and for pressing the “Next” button. There follows an attempt to retrieve the file content.

If the wrong password is entered, or if the file does not contain the private key, the following
message is displayed:

ERROR Wrong password has been entered, or the expected content file is missing.

CLOSE

In case that the keystore file contains more private keys, the list of keys is displayed and it is
necessary to select the right private key:

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 15/39
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ECOMMERCE

GP WEEBPAY

Select the private key file

paymuzo

Select the private key which has to be updated to the new format (with the extension .key)

PREVIOUS CANCEL

and continue by clicking the “Next” button®. If there is only one private key, this screen is skipped.

After the correctness of the input file is verified, or key selection is confirmed, you are prompted for
selection of the destination directory to save the converted file and a request to enter a new
password for the private key. The password has to be entered twice to avoid typing errors.

The password must be min. 8 characters and contain at least 3 types of the following requested
types of characters:

e upper case letter
o |ower case letter
e figure

e special character

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 16 /39
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ECOMMERCE

GP WEEBPAY

Saving the private key file

Path directory Chkdic

Mew password sessanes @

Password confirmati.. uuu..|

Select the path directory for the private key and enter a new password. The password protects
your key and it will be required for the operations within the Portal GF webpay.

PREVIOUS FINISH

As all necessary information is entered, it is possible to finish the action by pressing the “Finish”
button. It is also possible to return to the previous step by pressing the “Previous” button, or to
jump back to the start screen by pressing the “Cancel” button.

If a non-existing directory is entered, the following message is displayed, when you try to continue:

ERROR The directory does not exist.

CLOSE

In case of inequality of passwords, the following message is displayed:

ERROR Password does not match the confirmation password.

CLOSE

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 17139
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If everything has been entered correctly, the key is converted and the following message is
displayed:

The private key format has been successfully updated.

In the selected destination directory is created a file named “gpwebpay-pvk.key”. The file contains
the private key in the text format PEM.

By pressing the “Close” button, the application returns to the initial screen.

3.3.3 Password change

This option works with the new format of keystore and it is necessary to update the keystore file
first — see the previous chapter — or to use the file in the new format obtained from the GP webpay
Portal.

By pressing the “tile”, a new window is opened to enter the necessary data:

ECOMMERCE

GP WEEBPAY

Changing the private key password

File path | |

Password

Mew password @

Password confir...

Select the private key file (with .key extension) and change password.

FINISH

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 18139
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First, it is necessary to find the directory containing the private key file by means of the “Browse”
button:

Kol 8 v Pocitac » 0S(C) b Klic = Prohledat: klic I

Usporadat « Mova slodka == » [l @

& OneDrive o Mazev poloZky Daturm zmény Typ

|| gpwebpay-pvik.key 7.3.2016 13:47 Soubor K

1 Knihowny

@ Dokumenty
&' Hudba

=] Cbrazky
Subwersion

B videa

M pogitaé
& os (@)

e Vymenitelny disk — 4 | m | b

Mazev souboru:  gpwebpay-pvk.key - ’PEM key files (*.pem;*.key) v]

I Oteviit  |» ’ Storno ]

and to “Open” the relevant file. It is also necessary to enter the password to the original key and
the new password as well (and of course to verify the new password by entering it twice).

The password must be min. 8 characters and contain at least 3 types of the following requested
types of characters:

e upper case letter
e |ower case letter
e figure

e special character

If the incorrect old password is entered or if the file format is incorrect, the following message is
displayed:
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ERROR Wrong password has been entered, or the expected content file is missing.

If the new password is not entered or it does not meet the necessary security requirements, the
following message is displayed:

ERROR Entered password does not meet the length or the type of characters.

If the new password does not match the confirmation password, this situation is indicated by the
following message:

ERROR Password does not match the confirmation password.

CLOSE

If the values are entered correctly, there is displayed the following confirmation of a successful
password change:

The passwaord change has been successfully completed.

CLOSE

And there follows a return to the start screen.
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3.3.4 For developers

The section “FOR DEVELOPERS?” is primarily devoted for programmers implementing the
payment gateway into a merchant’s e-shop.

Selection starts the process of converting the keystore format to the next most common keystore
formats and simultaneously saves the public part of the key into the generally used formats.

Input format of the keystore:
e text format PEM (PVK) — gpwebpay-pvk.key
Output formats of keystores and files:
e Kkeystore:
o JAVA format JCEKS — gpwebpay-pvk.jceks
o Microsoft PKCS12 — gpwebpay-pvk.pl2
e public key file:
o text format PEM — gpwebpay-pub.pem

o binary format DER — gpwebpay-pub.cer

The first step of conversion is selection of the keystore file. Use the “Browse” button to select the
keystore file:

Usporadat v Nova slozka = 0 @

% OneDrive it Nazev polozky Datum zmény Typ Velikost

QMMERCE 74 Knihovny

E] Dokumenty

J) Hudba ‘
Export the privat| [IEESEtE] =
=|| Subversion ‘

H videa (4

| | gpwebpay-pvkkey 2.5.2016 15:50 Soubor KEY 2kB|

EC

NE

File path
lIEpat 4 1M pocitaé
. & os(
ca 0S () 5

Password

From the selected private key ension) the ap] Nazev souboru: gpwebpay-pvk.key v [PEM key files (*.pem;*.key) v]
Jks (J ), conl
p12 (PCKS#12 - Public K aphic S§

pem (PEM - Pri nhanced Ma
cer (CER - certificate file), contains !ﬂe cert#lca*,e

[ Oteviit ]v] [ Storno ]

“Open’” the file, enter password and press the “Next” button.

If the password or the inner keystore format is incorrect, the following message is displayed:
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ERROR Wrong password has been entered, or the expected content file is missing.

Otherwise, you are prompted for selection of output directory to save the new created files and to
enter the new keystore password (the same password is used also to protect the private key in the
keystore; the original password can be used as well).

The “Browse” button opens the window for selection of the output directory; after the necessary
space in the file system is found, it is necessary to confirm the selection by the “Select folder”
button:

Kl  » Poitac » 0S(C) » Kiic - Prohledat: klic o

Usporfadat = Mova slozka == =

_—

°]

#& OneDrive i Mazev poloiky Datum zmény Typ Velikost

- Knihovny Hledani necdpovidaji Zadné polozky.

@ Dokurnenty
o' Hudba

[=] Obrazky
gl] Subversion

B videa

m

(M pogitad

&, os(@)

s 05 () il

Slozka: klic

Vybrat slozku | ’ Stornc

then it is necessary to enter the password and confirm it.

The password must be min. 8 characters and contain at least 3 types of the following requested
types of characters:

e upper case letter
e |ower case letter

e figure
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e special character

Then the “Finish” button is to be pressed.

If a new password is not entered, or if it does not meet the necessary security requirements, the
following message is displayed:

ERROR Entered password does not meet the length or the type of characters.

If the new password is not identical to the password confirmation, the situation is indicated by the
following message:

ERROR Password does not match the confirmation password.

CLOSE

If all the values are entered correctly, the successful export of the private key is confirmed by the
following message:

The private key export has been successfully completed.

CLOSE

This concludes the process of export of the private key, and in the selected output directory are
created the following files:
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Clles | prohiedatpyy P

Uspofadat = Zahrnout do knihovny ~ Sdilets = Vypalit Mova sloZka = v fﬂ Q

jre “  Néazev polozky Datum zmény  Typ Velikost
klic
. # gpwebpay-pub.cer  27.11.2019 10:22 Certifikat zabezpeceni
ic
gpwebpay-pub.pem 27112019 10:22 Soubor PEM
% gpwebpay-pvkjceks 27.11.2019 10:22 Soubor JCEKS
gpwebpay-pvk.key 27.11.201910:21 Soubor KEY

s gpwebpay-pvk.pl2 27.11.2019 10:22 Personal Information Exchange

klic3
klic4

)
)
)
. Kic2
)
)
I Klicd

| pay

Polozky: 5

e gpwebpay-pvk.key — private key generated by GP webpay Portal
e gpwebpay-pvk.jceks — private key in the keystore in JAVA language (JCEKS)
— applicable for JSP/JAVA applications

e gpwebpay-pvk.pl2 — private key in the keystore in Microsoft structure (PKCS12 —
P12)

— applicable for .NET applications
e gpwebpay-pub.pem— text PEM (PVK) format of the public key

— applicable for PHP applications for verification of the accuracy of the signature
value created by the private key

e gpwebpay-pub.cer — binary DER format of the public key

— applicable for .NET applications for verification of the accuracy of the signature
value created by the private key

— format for sending the public key to the GP webpay application support, if
recording of the public key by means of the GP webpay Portal fails

After pressing the “Close” button the application returns to the start screen.
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4. Signing messages

4 1 General technical basis

4.1.1 Signing a request

(The complete example is in chapter Digest examples)

GP webpay accepts only requests for which it can be proved that the originator of the request is an
authorized subject (i.e. merchant) with whom GPE, s.r.0. has signed a contract for GP webpay
services.

The DIGEST field is used to prove the origin of the request. Its contents are generated based on
the following data:

o Data sent — this data is used to prove that the contents of the fields have not been changed
on the way to the system.

o Private key — the private key is used to prove that the request comes from the merchant.

At the moment of beginning the integration, the merchant using the GP webpay Portal generates a
private key, which he/she stores securely and provides it to the developer for integration. The
merchant’s public key is stored automatically on the GP webpay server and before the merchant,s
request is accepted, it will be used for verifying, if the merchant has signed the request by his/her
private key.

DIGEST parameter contained in transmitted requests contains electronic signature of all other
fields of the request. The electronic signature guarantees integrity and undeniableness of the
transmitted request.

Any request not containing the DIGEST field or with non-matching contents of the DIGEST field will
be rejected with the following explanation:

e PRCODE=5 SRCODE=34 “Mandatory field missing, DIGEST” or
e PRCODE =31 “Invalid signature”.

To generate and verify the electronic signature, a string composed as a concatenation of the text
interpretation of the values of all fields contained in the request sent, except from the DIGEST field.
When compiling the input message, the merchant has to use the same order of fields as that used
in the definition of the request and intersperse individual fields by delimiter “|” (pipe, ASCIl 124,
hexa 7C). The delimiter must not be preceded or followed by whitespace. URLEncode parameters
are used only for data transmission, original data have to be used to generate a signature.

Source for generating the DIGEST field in case of method CREATE_ORDER is the value created
by concatenation of the fields in the order given here:

Global Payments Europe, s.r.o., V Ol8inach 80/626, 100 00 Prague 10 — Strasnice, Czech Republic 25/39



Private Key Management and Signing messages

MERCHANTNUMBER + | + OPERATION + | + ORDERNUMBER + | + AMOUNT + | +
CURRENCY + | + DEPOSITFLAG + | + MERORDERNUM + | + URL + | + DESCRIPTION + | +
MD

If the request does not contain any of optional fields, this field is skipped. If the field is sent empty,
it is necessary to include it in generating for the DIGEST field and in the string, there will be two
separators next to each other — ||.

If the merchant sends only obligatory parameters, for generating the DIGEST field serves the
value: MERCHANTNUMBER + | + OPERATION + | + ORDERNUMBER + | + AMOUNT + | +
CURRENCY + | + DEPOSITFLAG + | + URL

4.1.2 Response verification

All the responses from the GP webpay system also contain the DIGEST field. Its contents are
generated as follows:

e based on the data contained in the response;
e and, at the same time based on the GP webpay private key.

At the moment of beginning the integration, the merchant downloads the GP webpay public key
from the GP webpay Portal. It is used by the merchant to verify the contents of the DIGEST field.

This way the merchant can easily verify that:
e the response really comes from the GP webpay;
e the response has not been changed on the way to the merchant.

Furthermore, the response contains also the DIGEST1 parameter, which further enhances the
security of the response. The DIGEST1 parameter is generated as the DIGEST parameter, but
parameter "MERCHANTNUMBER" is added to the parameters for validation of the DIGEST
parameter. This parameter is not sent in the response and the merchant has to add it by
himself/herself because he/she knows its value.

The resulting string for validation of the DIGEST1 field looks like this:
<string for the field DIGEST> + | + MERCHANTNUMBER

4.1.3 Generating the electronic signature

Inputs:

o Data message (message)

e Private RSA key (with a K-length modulus)
Outputs:

e Electronic signature (BASE64 encoded), approximate length K*1.5
The electronic signature is generated as follows

a) the value of the function SHA-1 [3] is derived from the message
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b) the hash is encoded into the input value for the RSA signature, using the EMSA-PKCS1-
vl 5-ENCODE algorithm as described in paragraph 9.2.1 [1]. The encoding is made as
follows:

01 | FF* | 00 | 30 21 30 09 06 05 2B OE 03 02 1A 05 00 04 14 | hash

where FF characters are repeated as many times as necessary for the total length of the
string to be one octet shorter than the key modulus. The character | is used for the strings
concatenation.

c) the RSA signature is calculated using the output value from b), as described in 8.1.1 [1]
RSASSA-PKCS1-V1_5-SIGN

d) The output from c) is encoded using BASE64

4.1.4 Verification of the electronic signature

Inputs:
e Data message
e Electronic signature (BASE64 encoded)
e Public RSA key
Outputs:
e Logical value - YES - the signature is valid

e Logical value - NO — the signature is invalid or its verification has not been possible.

The electronic signature is verified as described in 8.1.2 [1] in the following main steps:

a) depending on the settings for the merchant in the GPE system, the correct public key is
selected and its integrity is verified;

b) the electronic signature is decoded using BASE64;
c) the output from b) is decrypted using the selected public key;

d) a miniature (hash) is generated based on the message and encoded as described in
“Generating of the electronic signature”, paras a) and b);

e) the electronic signature decoded according to c) is compared with the result from d). If they
are identical, the function returns a logical truth (the signature is valid).

Otherwise, the function returns a logical untruth (the signature is not valid).

The application used for verification of the electronic signature has to identify a signature as invalid
also in the case, if verification of the signature has not been possible (for example, due to
unavailability of the key).
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4.1.5 Graphic representation of key generation and verification

Receiver ) Receiver
Sender ) process of hash value decoding from process of the encoded hash
process of digest generation the digest received generation
(1) Source for generation — a string for generation
of signature . : :
(5) Digest from the messsage (1) Source for generation — a string
I received for generation of signature
SHA1L
v BASE 64 decode SHA1
\ 4 v
(2) hash
¢ (4) signature (2) hash
(3) HASH value encoding by means of EMSA- RSA (pUB)‘ encryption
PKCS1-v1_5-ENCODE as described in 9.2.1 [1]: v v
01| FF*| 00 | 30 21 30 09 06 05 2B OE 03 02 1A (3) HASH value encoding by means
05 00 04 14 | hash of EMSA-PKCS1-v1_5-ENCODE as
Receiver _ Receiver
N Sender . process of hash value decoding from process of the encoded hash
process of digest generation | the digest received generation
B (1) Source for generation — a string for generation
| of signature = (5) Digest from the messsage (1) Source for generation — a string
‘ received for generation of signature
SHA1 ‘ ‘
L v BASE 64 decode SHA1
v
| (2) hash
¢ (4) signature (2) hash
I
(3) HASH value encoding by means of EMSA- RSA (PUB) encryption
PKCS1-v1_5-ENCODE as described in 9.2.1 [1]: v v
01 | FF*| 00 | 30 21 30 09 06 05 2B OE 03 02 1A (3) HASH value encoding by means
050004 14 | hash of EMSA-PKCS1-vL_5-ENCODE as
‘ (3) Encrypted HASH value described in 9.2.1 [1]:
RSA (PRI) encryption 01 | FF* | 00 | 30 21 30 09 06 05 2B
v OE 03 02 1A 05 00 04 14 | hash
(4) signature ¢ ¢
BASEM\ encode (3) resultl (3) result2
v
(5) digest
OK: resultl = result2
NOT OK: resultl <> result2

416 Keys used

To generate the electronic signature (DIGEST), RSA keys (keyPair) are used with a modulus
length of 2048 bits. During the communication between GP webpay and the merchant, the
following key pairs are used:

GPE'’s private key (GPEpri) Used for the calculation of the electronic
signature for messages sent by GPE.

GPE’s KeyPair | GpE’s public key (certificate) | Used by the merchant to verify the Delivered in the form
(GPEpus) electronic signature in messages sent by | of a X509 certificate
GPE.
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Merchant’s private key Used for generating the electronic
(MERCHprI) signature for messages sent by the
merchant.
Merchant’s
KeyPair Merchant’s public key Used by GPE to verify the electronic Delivered in the form
(certificate) (MERCHpug) signature in messages sent by the of a X509 self-signed
merchant. certificate

The application used to generate a self-signed certificate is delivered to the merchant when the
merchant applies GPE, s.r.o. for signing a contract. Commercially issued keys can be used as well,
but their validity is limited to 1 or 2 years (in comparison with the key generated by the application,
there the key validity is longer).

4.1.7 Logging

The application used to verify the electronic signature must store in its audit logs all information
about successful and non-successful verification of the electronic signature.

For the purpose of verification of the audit logs, all data required for the verification and re-
verification of the electronic signature must be logged. This data includes mainly the electronic
signature, the fields, which have been used for its generation, and the result of its verification. If
any logs are missing or incomplete, the authenticity of such transactions cannot be confirmed.

4.1.8 References

For further information about the mechanism used to generate the DIGEST field, see the following
documents:

[1] RFC 2437, PKCS #1: RSA Cryptography Specifications, October 1998;

[2] XML-Signature Syntax and Processing, W3C Recommendation 12 February 2002,
http://www.w3.0org/TR/xmldsig-core/;

[3] RFC 3174 - US Secure Hash Algorithm 1 (SHA1), September 2001;

[4] RFC 2459 — Internet X.509 Public Key Infrastructure Certificate and CRL Profile,
January 1999

The following cryptographic libraries and components may be used to generate the electronic
signature:

e JCE Cryptix: Alternative JCE provider offering an algorithm for the RSA/SHAL1/PKCS#1
signature, www.cryptix.org

e Bouncy Castle: Alternative JCA provider offering libraries for the generation of certificates
and work with the PKCS#12 certificate storage, www.bouncycastle.org.

Crypto++, a free C++ class library of cryptographic schemes supporting also the
RSA/SHA1/PKCS#1 algorithm, www.cryptopp.com
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4.2 Digest examples

4.2.1 Test key and application ZIP file

Due to security reasons, it is not possible to insert application into document and send it via e-mail.

You have to download it from GP webpay Portal from “Download section”:

0 Dashbo: X m MPL-D: X % Netcete X [ 502Pr0 X E Seznam X % localho: X @ Global - X =+
& C & httpsy//test.portal.gpwebpay.com/portal/index.xhtml w N v ] =
25 Aplikace E GP webpay - Demo... ﬂ Maobizen | Your An... B Srovnani stavebnic... Netcetera Prehled zprav T Maoje »
BECOMMERCE e
GP WEBPAY o
e e R e B L v I = <l NN
PAY006 Documentation GP webpay API HTTP 17-Jan2019 g e
PAYDO6 Documentation GP webpay API WS 15Nov-2018 | ]
. PAYDO06 Documentation  GPE test public key ( ,GPE_test_public_key.zip" file) 31-Jan-2017 Download
ZZ__ PAY006 Documentation Logos - GP webpay and payment methods 02-Mar-2017 Download
__“ PAYD06 JNLP Application - GP webpay Keystore Manager 12-Jul-2017 Download
f PAYDO06 Documentation Application - Demo e-shop PHP 08-Mar-2017 Download
= PAYDO06 Documentation  GP webpay - transfer from GUI to Portal GP Webpay 03-Mar-2017 h :" = L<mm
PAY006 Documentation GP Webpay - Transition to the TLS 1.2 protocol 29-Jan-2018 h % : I I ]
PAYD06 Documentation GP webpay - WS API - WSDL 15-Nov-2018 Download
= PAYDO06 Documentation GP webpay - implementation examples 24-May-2017 Download
XLsX ® POF B 1-13/13 20 v
© Clobal Payments Europe 2016, v:1.12.0 <] -

From downloaded zip file copy this files into directory unzipped from “digest_app.zip” file.

Directory in downloaded ZIP — “overovani_podpisu-digest verification’, files

” o«

‘“run.cmd

digestProc.exe

The final directory should be:

digestProc. jar’.

- c\Digest\*.* # v
+ Nazev Pript Velikost Datum Adrilw
@Il <DIR> 26.04.2019 13:24 —
(5 digest Proc 38 713 25112014 09:28 a—
| £ digestProc jar 20793 25112014 09:28 a—
@ digestProc properties 532 26.04.2019 11:54 a—
@g]e.sig’ing_pmd cer 794 15.08.2013 09:57 a—
@gpe.siging_test cer 804 15.08.2013 09:57 a—
@gﬂrﬂhpﬂy—ptb—teﬂ cer 8638 26.04 2019 11:14 a—
-+ gpwebpay-pvk-test jks 2220 26.04 2019 11:65a—
[ run cmd 33 13.10.2015 15:22 a—
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Files

digestProc.exe — the application executable in the MS Windows environment

digestProc.jar — Java archive of the application

gpwebpay-pub-test.jks —testing keystore

gpwebpay-pub-test.cer —testing public key (certificate)

digestProc.properties — configuration file

gpe.signing prod.cer — GPE production environment public key

gpe.signing test.cer — GPE testing environment public key

Configuration file

Content of the file

Meaning in English

#H#HFfHFE Privatni klic #######
#nazev keystore s privatnim klicem

keyStoreFile = gpwebpay-pvk-test.jks
#theslo ke keystore

keyStorePwd = Abcdl234

#jmeno (alias) privatniho klice
privateKeyAlias = alias

#heslo k privatnimu klici
privateKeyPwd = Abcdl234

#H#####4 Privatni klic ######44#

#H####4 Verejny klic #####44#

#jmeno souboru s verejnym klicem - cizi
verejny klic

publicKeyFile = gpwebpay-pub-test.cer
#publicKeyFile = gpe.signing test.cer
#publicKeyFile = gpe.signing prod.cer
#H####4 Verejny klic #####44#

#H###### URLEncoding #######
#predepsane enkodovani vstupnich parametru
encoding = UTF-8

#digest na vstupu je URLEncoded
# input urlencoded = true
input urlencoded = false

#na vyslednem digestu udelat URLEncode
# output urlencoded = true

output urlencoded = false
#####4## URLEncoding ######4#

#H###4## Private key #######

#name of the keystore containing the
private key

keyStoreFile = gpwebpay-pvk-test.jks
#password to the keystore
keyStorePwd = Abcdl234

#name (alias) of the private key
privateKeyAlias = alias

#password to the private key
privateKeyPwd = Abcdl234

#H###4## Private key ######4

###4##4 Public key #####4#4#

#name of the file containing the public key
- somebody else's public key

publicKeyFile = gpwebpay-pub-test.cer
#publicKeyFile = gpe.signing test.cer
#publicKeyFile = gpe.signing prod.cer
###4##4 Public key #####4#4#

####### URLEncoding ######4#
#required encoding of input parameters
encoding = UTF-8

#input digest is URLEncoded
# input urlencoded = true
input urlencoded = false

#to make URLEncode over the output digest
# output urlencoded = true

output urlencoded = false

#####444# URLEncoding ######4#

Start-up

Java applications need for their run the so called Java Runtime. Java Runtime is a runtime
environment and it is necessary to be installed additionally into the majority of operation systems.

Java Runtime is freely downloadable from:

http://www.java.com

As concerns the offered versions, the Java SE JRE (Standard Edition, Java Runtime Environment)
version is absolutely sufficient. The application is functional also with Java Runtime of other

providers.
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If you start up the application without parameters:

digestProc.exe
java -Jjar digestProc.jar

then help is displayed:

Help displayed:

Meaning in English

Digest Processing, (c) 08/2004 Dimitrij R.

Holovka

Pouziti:

- vypocet podpisu: java -jar digestProc.jar
-s <retezec pro vypocet>

- overeni podpisu: java -jar digestProc.jar
-v <retezec pro vypocet> <podpis>

nebo

- vypocet podpisu: digestProc.exe -s
<retezec pro vypocet>

- overeni podpisu: digestProc.exe -v

<retezec pro vypocet> <podpis>

Pokud <retezec pro vypocet> obsahuje mezery
je nutne jej dat do uvozovek.

Digest Processing, (c) 08/2004 Dimitrij R.

Holovka

Usage:

- generation of signature: java -jar
digestProc.jar -s <string for generation>
- verification of signature: java -jar
digestProc.jar -v < string for generation>
<digest>

or
- generation of signature: digestProc.exe -
s <string for generation >

- verification of signature: digestProc.exe
-v <string for generation > <digest>

If <string for generation> contains spaces,
it is necessary to put it into quotation
marks.

Examples:

Generation of signature:

Start-up: digestProc.exe -s "hello world"

Result:

Result displayed:

Meaning in English

Digest Processing, (c) 08/2004 Dimitrij R.
Holovka

---- Nacitani parametru --- OK

Soubor keyStore: test.ks

Heslo keyStore: changeit

Alias privatniho klice: paymuzo
Heslo privatniho klice: changeit
Privatni klic: OK
Verejny klic: OK
Soubor publicKeyStore: test.cer

Verejny klic: OK

URLEncoded podpis na vstupu: false
Provadet URLEncode na vystupu: false
Kodova stranka: WINDOWS-1250

Vytvoreni podpisu pomoci privatniho klice:
Delka podpisu: 344
Soubor s podpisem:
Podpis:

digestProc.sign

Digest Processing, (c) 08/2004 Dimitrij R.
Holovka

--—- Reading of parameters --- OK

File keyStore: test.ks

KeyStore password: changeit

Alias of the private key: paymuzo

Private key password: changeit
Private key: OK
Public key: OK
File publicKeyStore: test.cer

Public key: OK

Input URLEncoded signature: false
To make URLEncode on the output:
Code page: WINDOWS-1250

false

Generation of signature using the private
key:

Length of signature:
File with signature:
Signature:

344
digestProc.sign
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Signature:

et2dmSt7+9y43r6pCIjAAILKzDws OVgAM/QhlZzZxyyl1QWS43WLH1 ywUHBS2 £ 68hXPARAMPOaCpLiswz8iS3pameakqg
wTdlmeff6hOAR2s1/ACTo0/dICYZ0oCkXdXg8dKzHgcWVngeiGBY+NmewyH2 /KHg/IzxxqF6AeLbTIsH5drP1UBVsST
bRprUfNAzoCizLRLM3fLXvy8bvDte35cq7Syly6snFjo3crUBWEzXLLrjU/XEYPvzL/XwNo3IZ7PhGspdx8gSWYj7
7t2zasLh/AxpkI8qYqwQlEYzmBHKB3NFetjJoR9jDCVFFtxMvI4bHYHKN] JImPyBPxJIp00sxp/w==

The application generates — by means of the private key “gpwebpay” stored in keystore “test.ks” -
signature of the string “hello world®. The signature is displayed on the screen and at the same time
is saved in the “digestProc.sign” file.

Verification of the signature:

Start-up:

digestProc.exe -v "hello world"
"et2dmSt7+9y43r6pCJAAILKZzDWsIVgAM/QhlZZxyylOWS43WLH1 ywUHBS2 £ 68hXPARAMPOAC
pLiswz8iS3pameakqwTdlmeff6hOAR2s1/ACT00/dICYZ0oCkXdXg8dKzHgcWVngeiGBY+Nmew
vH2 /KHg/IzxxqF6AeLbTJIsH5drP1URVSTbRprUfNAzoCizLRLM3fLXvy8bvDte35cqg7Syly6s
nFjo3crUBwWEzXLLrjU/XEYPvzL/XwNo3IZ7PhGspdx8gSWYj77t2zasLh/AxpkI8qYgqwQlEYz
MBHKB3NFetJJoR9JDCVFFtxMvI4bHYHKNjJ1mPyBPxJp00sxp/w=="

Result:
Result displayed: Meaning in English
Digest Processing, (c) 08/2004 Dimitrij R. Digest Processing, (c) 08/2004 Dimitrij R.
Holovka Holovka
---- Nacitani parametru --- OK ---- Reading of parameters --- OK
Soubor keyStore: test.ks KeyStore file: test.ks
Heslo keyStore: changeit KeyStore password: changeit
Alias privatniho klice: paymuzo Alias of the private key: paymuzo
Heslo privatniho klice: changeit Private key password: changeit
Privatni klic: OK Private key: OK
Verejny klic: OK Public key: OK
Soubor publicKeyStore: test.cer File publicKeyStore: test.cer
Verejny klic: OK Public key: OK
URLEncoded podpis na vstupu: false Input URLEncoded signature: false
Provadet URLEncode na vystupu: false To make URLEncode on the output: false
Kodova stranka: WINDOWS-1250 Code page: WINDOWS-1250
Overeni podpisu pomoci verejneho klice: Verification of signature using the public
Vysledek overeni: true key:
Result of verification: true

The application verifies the string signature “hello world” by means of the public key (certificate)
stored in the “test.cer” file. The result of verification is displayed on the last line — ,Vysledek

overeni: true“(i.e.,Verification Result: true).

To verify the response of the GP webpay systems it is necessary to change the parameter
,publicKeyFile"in the configuration file as follows:

- Testing environment: gpe . signing test.cer

- Production environment: gpe . signing prod.cer
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4.2.2 Digest example

! This is only example, it doesn't work in real testing environment (it uses the test key
without corresponding public part on GP webpay server) !

If an "Invalid keystore format" error occurs when trying to sign/verify a string, the different type of
keystore (JCEKS, P12...) than the supported "JKS" is used:

BN Spravee: C\Windows\SysWOW64\cmd.exe :,_ | = | [O] |5

C:\Digestrjava -jar digestProc.jar -s "20191127174308776] 0100} 992922202171

" »

Digest Processing, (c) 1072014 Dimitrij R. Helouvka

—---- Hacitani parametru --- 0K

Soubor keyStore: gpwebpay-pvk.jceks

Hesle keyStore: Abcd1234

Mlias privatnihe klice: alias

Heslo privatnihe klice: #bed1234

Java.lo. Il][xceptlon Inualld keystnre format

——engineload(Unknown Source)

at sun. securlly pro\ud aHeySloreHKS engineload(Unknown Source)
at sun.security._provid StoreDelegator.engineload{Unknown Source)
at sun.security.provider.JavakeyStoreSDualFormatJRS.engineload(Unknown Source)
at java.security.ReyStore.load(Unknown Source)
at cz.gpe.pay.doc.DigestProcessing.main(DigestProcessing.java:®5)

C:\Digest>_

You need to convert the used private keystore to the correct format using one of the key-handling
programs — e.g. KeyStore Explorer, OpenSSL...

4221 HTTP
4.2.2.1.1 Request

HTTP request

https://test.3dsecure.gpwebpay.com/pgw/order.do?MERCHANTNUMBER=9999999021 §OPERATION=CREATE ORDER&ORD
ERNUMBER=157487125803&AMOUNT=100&CURRENCY=203&DEPOSITFLAG=1&MERORDERNUM=155912254545&URL=https%3A%2F
$2Flocalhost%3A443%2Fdemoshop%2Fpayment$2Fpayment .php&userparam2=59452C6A0381B48B3B164A80E202983F542
759CC17AF36DE37B4CDB4B9908EB7&email=dholovka%40gpe.cz&DIGEST=BZ1XwJJGkulm2uhyHU%2ByIyhzRv%2BVKENdAI%2
F1Y5pSG61FfJb88JzY1Ls7CGfhY6%2Bonle3gq0sDH6VS2FMIEF4uIWMcSIxBpgzPmh7U6ud7nYa3UINr71jSU3SWCEFQA8gIc%2FL
WeVFgh%2BPgxq0cdI47vvFZXuoBtzFpZQZWIOAOOQxhKAZZ4UrRafdNGYKtYI1BwZD4ubAgq3wSrOOBRBu%2BFompns2BIWANSxpA
ySA2A9VVBEHGVD1tFLSMIV1ICCOMEggOEEQj0TceXrWoQ8Y02gQoolRcCDblgeOsshELdaseukKUtcFnsZE49%2B700G11xYz9%2F4
RNMOTa%2FPpwTVBc00glglgfjWQs3D%3D

Data for digest:

9999999021 |CREATE _ORDER|157487125803|100]|203[1|155912254545 | https:
//localhost:443/demoshop/payment/payment.php|59452C6A0381B48B3B164
A80E202983F542759CC17AF36DE37B4CDB4B9908EB7 |dholovkalgpe.cz

Digest:
BZ1XwJJGkulm2uhyHU+yIyhzRv+VKENAI/1Y5pSG61F£Jb88JzY1Ls7CGfhY6+onle
3q0sDH6V/MOEF4uIWMcSJxBpqzPmh7U6ud7nYa3UINr71jSU3WC8FQd8qIc/LWeVFg
h+Pgxq0cdI47vvFZXuoBtzFpZQZWIOAOOQxhKAzZ4UrRafdNGYKtYI1BwZD4u5Aq3w
SrOOBRBu+Fompn+IWAN8xpAySA2A9VVBEHGVD1 tFLSMIV1CCOMfgqOEEQj0TceXrWo
Q8Y02gQoolRcCDblgeOsshELdaseuKUtcFnsZE49+700G11xYz9/4RNMOTa/PpwTVB
c00qlgqlgfjwQ==
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Command to start the application:

java -jar digestProc.jar -s

9999999021 | CREATE_ORDER|157487125803|100|203]1]155912254545 | https
://localhost:443/demoshop/payment/payment.php|59452C6A0381B48B3B16
4A80E202983F542759CC17AF36DE37B4CDB4B9908EB7 |dholovkalgpe.cz"

The result is displayed on the screen and saved in the file “digestProc.sign”:

-
B Spravce: C\Windows\SysWOW64ycmd.exe | — (=] &

C:\Digest>run -s "3399999021] CREATE_ORDER} 1574871258031 100} 203]1} 155312254545} hitps://localhost: b3/ demoshop/payment/payment . php|53452C6A0381B48B3B16
I'Ilﬂ]EZI]ZW}FS'}Z?S?I:[H?ﬁFElBI][S?B'}[:I]BMW?I]ﬂEH?'dholouka(gpe cz'

"9999999021  CREATE_ORDER} 157487125803] 100} 203111 155912254545 https://localhost 2443/ demoshop/payment/paynent .php|

mf »

‘WDigest>java -jar digestProc

G: 0c 9
59&5266“038IHHIBIH6‘m8l][2l12983F5f|2759Bl:ITﬁF36IlE3?BhCI]HkB99I]8EB?' dholovka@gpe.cz"

Digest Processing, Cc) 1072014 Dimitrij R. Helevka

---— Macitani parametru —-- DK

Soubor keyStore: gpwebpay-puk.jks

Heslo keyStore: Abcd1234

flias privatnihe klice: alias

Heslo privatnihe klice: Abed1234

Privatni klic: OR

Soubor publicKeyStore: gpe.signing_test.cer
Uerejny klicz DK

URLEncoded podpis na vstupu: false
Provadet URLEncede na vystupu: false
Kodova stranka: UTF-3

Uytvereni podpisu pomoci privatniho klice:
Delka podpisu: 344

Soubor s pndplsem digestProc.sig

Data k podpisuz 999999“21'8“["'"2 _ORDERI 157487125803 ] 100} 203} 1] 155912254545 https://Tocalhostdh3/demoshop/payment/payment php] 57452C6A03E1BASBIB1 64N
i 9B3F5ﬁ2?59[:l:1?ﬁF36|lE3?Bf|l3|]Hf|H99IIB[B?'dhnlnuka(gpe cz"

3 Jokuln2uhyHU +y IyhzRu+URFHA1/1¥5pS661F £ Jb8BJzYILs7CGFhY6+on 1e3qDsDHEU/MIEFbuTWMcS JxBpazPrh7 Ubud7nYa30 IHr 715 SUIWCEFQd8q c/LieUF gh+Pgxnqlcd [47vuF 244
oBtzFpZQZWINA00QxhEAzZ 4UrRaFdHGYRtY T1BwZD4uSAq3wSr00BRBu+F ompn+ IWANExpAySAZAPVvBEHGYD 1t FLSHIVICCOMFqqDEEQj0TeeXrWo(2Y029 000 1RcCOb1gelsshELdaseukUteFng]
FE4+100611xYz9/ 4RHHOTa/ PpuTVBcODqlqlgf j ==

C:\Digesty_ N

4.2.2.1.2 Response

HTTP response

https://localhost:443/demoshop/payment/payment .php?OPERATION=CREATE ORDER&ORDERNUMBER=157487125803&M
ERORDERNUM=155912254545&PRCODE=0&SRCODE=0&RESULTTEXT=0K&DETAILS=59452c6a0381b48b3b164a80e202983f8e9c
5459c948e292465bc638b8be647d&USERPARAM1=2F89879EAF57B52B37E23DFD1D2B1BA6567A13BC2547F16DBB54EF5BE3AT
43A7&TOKEN=AAT74E7D735D3201A926971BESA92C8CE14D2E685DC399E4A3E2BE12C64605EC7&EXPIRY=2012&ACCODE=69Z41
V&ACSRES=A&PANPATTERN=405607****x** 0016&DAYTOCAPTURE=04122019&ACRC=00&RRN=000001267633&DIGEST=09uwRov
2%2BWkEF5QcZ5EhLOKa7d8cObEW2n597 62WEDWCALSHUD2g5%2F91wfo3ZD2EKvaNtXmn9QYLXK4mwlgRWpdjCtuYgdxmHBa%$2BsE
$2FfUSRVBV3y2Qt47eLZNHBUGtSX1Hy3IzGt%2FCX4UYeOwoZ%2BI4keiQrl1F$2FRCTW6AOQCLMSrSELNhM487eM8ASkKkI2ES2Bpu
zQeVtSr9X3nCa3N531IN1Fm9p96bQKejpI7nX9%2FJJk8pk6n0MXBGzYbxX$2BOYNt2sUICEFJrCg44LWQsBZY11vL1xHAZHEKK6F
6LBWMTAbLOgD5zE1fQUdzLYPWFalb4tTtHC6srwv3plebA0Z23efWzPOAS3D%3D&DIGEST1=hudnVKmuIHpBG4U4BXsNGTdxoi0g98
60K%2Fntgher8gwHab2T0avI5SDCNs2hURSACINX4nDJa30g2E7FVigWIS2BY£45kHgQ2MOEASGQgl1TDgyHROYFZwgM6 9hXHoUgd
3RXEZDmYnLm6VvJI4PvVKgCa8FBC2JUy09sakKN2rXViv2yox265u724r7JoI1Gg5ka%2F5Schu7bxRuG%$2BdID4YNePR4gz9C6KIV
8b2bWQ%2FifYOEHGtySMfZ7BrPIDXRNRIM5YrnGUL1LghsYfpJIwI%$2Bp4d5kpUSHkiwQ5yNXhLPI8XERS2BCO%2Bmve 9xVon%s2Evp
hiQo8T1RBcp2bAK4TIOAr5%$2FT7%2BTBVLQ%3D%3D

Data for verification:

CREATE ORDER|157487125803|155912254545|0|0|0K|59452c6a0381b48b3bl6
4a280e202983£f8e9c5459¢c948e292465bc638b8be647d | 2F89879EAF57B52B37E23
DFD1D2B1BA6567A13BC2547F16DBB54EF5BE3A743A7 |AA7T4E7D735D3201A926971
BESA92C8CE14D2E685DC399E4A3E2BE12C64605EC7 2012 |A| 69Z41IV|405607***
**%0016|04122019|00]000001267633]19999999021

Digest (DIGEST1 — URLDecoded):

hudnVKmuIHpBG4U4BXsNGTdxo0i0g9860K/ntgher8gwHab2T0OavI5DCNs2hURSACO9n
X4nDJa30g2E7FVigWI+Y£45kHgQ2MOEASGQgl1TDqyHROYFZwgM6 9hXHoUgd3RXEZD
mYnLm6VvJ4PvVKqCa8FBC2JUyo9saKN2rXVijv2yox265u724r7JoI1lGg5ka/5Schu’
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bxRuG+dID4YNePR4gz9C6K9V8b2bWQ/ifYOEHGtySMfZ7BrPIDXRNRIJM5YrnGUlLgh
sYfpIdwI+p4d5kpUSHkiwQ5yNXhLPI8XER+CO+mve9xV6n/vphiQo8T1RBcp2bAK4IO
Ar5/T7+TBVtQ==

Command to start the application:

java -jar digestProc.jar -v

"CREATE ORDER|157487125803|155912254545|0|0|0K|59452c6a0381b48b3bl
64a80e202983£f8e9c5459¢c948e292465bc638b8be647d | 2F89879EAF57B52B37E2
3DFD1D2B1BA6567A13BC2547F16DBB54EF5BE3A743A7 |AA74E7D735D3201A92697
1BE5A92C8CE14D2E685DC399E4A3E2BE12C64605EC7 | 2012 |A| 69Z41IV|405607**
****%0016]04122019|00|000001267633|9999999021"
"hudnVKmuIHpBG4U4BXsNGTdx0i0g9860K/ntgher8gwHab2TOavI5DCNs2hURSACY
nX4nDJa30g2E7FVigWI+Y£45kHgQ2MQEASGQgl1TDgyHROYFZwgM6 9hXHoUgd3RXEZ
DmYnLm6VvJ4PvVKgCa8FBC2JUyo9saKN2rXVijv2yox265u724r7JoI1lGg5ka/5Schu
7bxRuG+dID4YNePR4gz9C6KI9V8b2bWQ/ifYOEHGtySMfZ7BrPIDXRNRIM5YrnGUlLg
hsYfpJwI+p4d5SkpUSHkiwQ5yNXhLPI8XER+CO+mve9xV6n/vphiQo8T1RBcp2bAK4I
OAr5/T7+TBVtQ=="

The result is displayed on the screen:

&l Spravce: C:\WindDws\SysWDWM\cmd.exe | =RIE X

C:\Digest>run -v “CREATE_ORDER 1574871258031 155012254545 0} 0} 0K} 59%520630381h'iBhElM6'|a8I]eZI]2983fBe905‘|59c9'|39292f|65llw638h8he6'|7d 2F89879EHF5?BS2BS7E?3

3 _ 1 U3
oIJgd3IH{EZI]m\'nLm6lluJﬁPuUHanBFBI}2JUyo9saI€N2rH“]u290x265u?2'|r?JoI1095ka/5$chu?hxﬂul}+dIIlh'l'NePIMgz?l:ﬁIWUsMhm]l1f\'l]EI|I3tySMfZ?BrI‘II]!HINIIJMS\'rnEIIllghs'n'fp.lwI
podSkpUSHk iw)5yHERLP IBXER+C0+mve?xUbn vphiQodT1RBcp2bARGI0Ar 5/ T +TRUL]==

C:W\Digest>java -jar digestProc.jar -v "CREATE_ORDER} 157487125803} 1559122545451 010} 0K} 59452c6a0381b48b3b164a80e202983F8efc5452c908e292465bc638b3bebt7d]
2F89Il?9EnF5?HS2II3?E23I]FI]1I]2|HBMSHMHMSHHBDBBShEFSBEM?HM nn?ﬁE?I]?35Il32l]1ﬁ9269?1B[5n92[:ﬂl:E1l||]2[685|]l}399[*||’|3£2|}[12[:6%“5[[:? 20125} 6974104 405607
e 016} 041220191 00| 000001267633} 9299999021 hudnlll(nuIHpBGhUkBX:NGdeo1Ilq9B6I]IUnth|er89wl|ah21llauISI]ENs2hURSnE9nxhnI]Ja3I]g2E7Fll1gUI+th5kIh]l,]2Ml]EnSl3l]
gllTIlqyHI}o\'FquMG?hxlhzllgdSIIH[ZI]m'n'nLnﬁlluJM’ullliql:asFB[:2Jllyn9saHN2r$UJu2yox265u?2hr?dolIEgSkaISSchu?hxﬁulhdII]WNePMgzMﬂH?U%%UlU1f'|'I]EI|EtySMfZ?BrI'IIIKII
RJHS¥rnGUILghsYfpJuwl+phdSkpUSHk iwQSyHEhLP IERER+CO smuefxVén uphiQo8 TIRBcp2bARGI0ArS/TT+TRU L] ==

Digest Processing, Cc) 1072014 Dimitrij R. Helevka

---— Macitani parametru —-- DK

Souboer keyStore: gpwebpav-puk.jks

Heslo keyStore: Abcd1234

flias privatnihe klice: alias

Heslo privatnihe klice: Abed1234

Privatni klic: OR

Soubor publicKeyStore: gpe.signing_test.cer
Uerejny klicz DK

URLEncoded podpis na vstupu: false
Provadet URLEncede na wystupu: false
Kodova stranka: UTF-3

Overeni podpisu pomoci verejneho klice:
Uysledek overeni: true

C:\Digest>_

4222 WS
4.2.2.2.1 Request
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WS request

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:vl="http://gpe.cz/pay/pay-ws/proc/v1l" xmlns:type="http://gpe.cz/pay/pay-ws/proc/vl/type">
<soapenv:Header/>
<soapenv:Body>
<vl:getPaymentStatus>
<vl:paymentStatusRequest>
<type:messageld>20191127174308776</type:messageld>
<type:provider>0100</type:provider>
<type:merchantNumber>9999999021</type:merchantNumber>
<type:paymentNumber>1</type:paymentNumber>
<type:signature>
1TFcQSdDX9BMwup 7B3YgCISWKUROQYbuIed4 TZmtGIFEP4kAMsLkkHMMFCJjJcDtaU3x5NVTVSJTSel2J1Q8DIemhf/2eWWmDgPps
Dj/E/bg2mZQINrOR8c20AMnXyffEX1ky3slsiAcu2aBDIYgpB9wi9fVvhmpIkLQY2QzDCrZtPMzsvLZ54v4u0ScgXgTLwXxSeS04
xDZQ1A8Ng60jX/d+1IvdPEk4gDI9RFDKEfuMvRj1WO04i+cQPY9u9QN3aJtmda2vVO3JicoMbVhUET1HdjHD/xAcARS6St8/xIfuzg25
SpoOrQnjCwB/dNNPRsx5F+NUrZvDY8uPxqjCGuwayA==</type:signature>
</vl:paymentStatusRequest>
</vl:getPaymentStatus>
</soapenv:Body>
</soapenv:Envelope>

Data for digest: 20191127174308776]0100|9999999021 |1

Digest:
1TFcQSdDX9BMwup7B3YgCO9SWKUROQYbuIed4TZmtGIFEP4kAMsLkkHMmFCJjJcDtaU3
x5NVTVSJTSel2J1Q8DIemhf/2eWWmDgPpsDj/E/bg2mZQINrOR8c20AMnXy ffEX1ky
3s1siAcu2aBDIYgpB9wi9fVvhmpIkLQY2QzDCrZtPMzsvLZ54v4uOScgXgTLwXxSeS
04xDZQ1A8Ng60jX/d+1IvdPEk4gD9RIJDKfuMvRj1WO4i+cQPY9u9QN3aJtmda2vo3J
icoMbVhUET1HdjHD/xAcARS6St8/xIfuzg25SpoOrQnjCwB/dNNPRsx5F+NUrZvDY8
uPxqgjCGuwayA==

Command to start the application:
java -jar digestProc.jar -s "20191127174308776|0100]9999999021|1"
The result is displayed on the screen and saved in the file “digestProc.sign”:

B Spravce: C\Windows\SysWOW64cmd.exe | —[E] i.\?-

C:\Digest*java -jar digestProc.jar -s "2019112717430877¢]0100] #929292021}1"

| »

Digest Processing, (c) 1072014 Dimitrij R. Holovka

---- Hacitani parametru --- 0K

Souboer keyStore: gpwebpay-pvk.jks

Heslo keyStore: fbed1234

Mlias privatnihe klice: alias

Heslo privatnihe klice: fibed1234

Privatni klic: OK

Soubor publicKeyStore: gpe.signing_test.cer
Verejny klicz OK

URLEncoded podpis na vstupu: false
Provadet URLEncoede na vystupu:
Kodowa stranka: UTF-3

Uytvereni podpisu pomoci privatniho klice:
Delka podpisu: 344

Souber & podpisem: digestProc.sign

0 podpisuz “201911271743087761 0100] 999999202141

1 dDE9BMwup7B3VgCISWRURDDYbuTed TZmtG [FEPikAMsLKkHMmFCJjJcDtal3x5HUTUSJTS e 12J1080 Tenh 72 eWAimDgPpsDi/E/ba2mZ( [H-0RBc20AMn Ry FFER1ky3ssificu2aBl 1¥gpEY)
wi?fUuhmp IKLQY2QzDCrZtPHzsuLZ50ubulScalg Tl xSeS04xDZ010n8Hgb0 X/ d+1TudPEKGqDIRjDEfubuR j 1U0Gi+cQPYu?QH3a tnda2U03JicoMbUhUETIHAJHDS xAcARSES 18/ x Ifuz g2y
Spolr(njCwB/dHHPRsx5F +HUr ZvDY8uPxqiChuwayfi==

C:\Digest>

4.2.2.2.2 Response
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<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

<soapenv:Body>
<nsd:getPaymentStatusResponse xmlns:ns4="http://gpe.cz/pay/pay-ws/proc/v1"
xmlns="http://gpe.cz/gpwebpay/additionalInfo/response"
xmlns:ns5="http://gpe.cz/gpwebpay/additionalInfo/response/v1l" xmlns:ns2="http://gpe.cz/pay/pay-
ws/core/type" xmlns:ns3="http://gpe.cz/pay/pay-ws/proc/vl/type">
<ns4:paymentStatusResponse>

<ns3:messageld>20191127174308776</ns3:messageld>

<ns3:state>1</ns3:state>

<ns3:status>UNPAID</ns3:status>

<ns3:subStatus>INITIATED</ns3:subStatus>

<ns3:signature>M49XARQA7zu9xPHzaTgVUbFjpgXSC700H+BiN46mV1dTrfqJYoSoQ9yAmcVrwEF9Czv82ubHpY5+Q14MeQLMcO
iK7vohROjZscHHnNMDUrpqj315WAaU/LEN/c0SR6dJDgH1bD1wvW557dTrTh3yjZWHT /bAgQCGNU5S9rGVGNjB4kPcnxEPUsrApBuM
Gb+/Nugyf9VMUTdWeEbfuvgYfa//7fRUwABaSbhryiJW+1dvs1RIMFaMYgqgfhLeGDr+q8SaRIfE4qd/4XGKKF8Aalx1hWldPVCKV
4pfag0/RcimaQ7IBb2IYV2rdtYyKhRwPjOWSU40nkDzkU6MnauD3iRySA==</ns3:signature>
</nséd:paymentStatusResponse>
</ns4:getPaymentStatusResponse>
</soapenv:Body>
</soapenv:Envelope>

Data for digest: 20191127174308776 |1 | UNPAID|INITIATED

Digest:

M49XARQA7zu9xPHzaTgVUDbF jpgXSC700H+BiN46mV1dTrfqdYoSoQ9yAmcVrwF9Czv
82ubHpY5+Q14MeQLMc0iK7vohROjZscHHNMDUrpqj315WAaU/LEN/c0SR6dJDgH1bD
1lwvW557dTrTh3yjZWHT /bAgQCgNU5S9rGVGNjB4kPcnxEPUsrApBuMGb+/Nugy £ 9VMU
TdWeEbfuvgYfa//7fRUwABaS5bhryiJW+1dvs1lRIMFaMYgqgfhLeGDr+qg8SaRIfE4qd/
4XGKKF8Aalx1hWldPVCKV4pfag0/RcimaQ7IBb2IYV2rdtYyKhRwPjOWSU40nkDzkU
6MnauD3iRySA==

Command to start the application:

java -jar digestProc.jar -v "20191127174308776|1|UNPAID|INITIATED"
"M49XARQA7zu9xPHzaTgVUbFjpgXSC700H+BiN46mV1dTrfqJYoSoQ9yAmcVrwF9Cz
v82ubHpY5+Q14MeQLMc0iK7vohROjZscHENMDUrpqj315WAaU/LEN/cO0SR6dJDgHLDb
D1wvW557dTrTh3yjZWHT/bAqQCgNU5S9rGVGNjB4kPcnxEPUsrApBuMGb+/Nugy £ 9VM
UTdWeEbfuvgYfa//7fRUwABaS5bhryiJW+1dvs1lRIMFaMYggfhLeGDr+g8SaRIfE4qd
/4XGKKF8Aalx1hW1dPVCKV4pfag0/RcimaQ7IBb2IYV2rdtYyKhRwPjOWSU40nkDzk
U6MnauD3iRySA=="

The result is displayed on the screen:
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& Spravce: C\Windows\SysWOW64ycmd.exe - | = | (O] |-

C:\Digest>run -v “20121127174308776] 1] UNPALD] INITIATED" "HGYXARQA7zu?xPHzaTqUUbF jpgASC700H+BiHL6mU1dTr fqJYoSoQYyAnclruF?Czu82ublpY5+Q14Me)LMcD ik7vohR )
JZscHHnMDUrpgi315WAall/LEN/ cOSR6dJDqHLbD1weWS52d Te Th3y JZWHT/bAgCqHUSS?rGUGH B4k PenxEPUsr ApBuMGh+/Hugy fYUMUTdWeEb fuvgYFfa// TFRULAB a5 bhry 1JW+1dvs 1RIMF aMYg
qfhLeGDr+q8SaRIfEbqd/4XGERF8Aa1x1hW1dPUCKUd4pfagl/Re inaQ7 IEb2 IYU2rdt YyKhRwP jOWSULOnkDzkU6MnauD3ikySA

C:WDigest>java -jar digestProc.jar -v "20191127174308776] 1} UHPAID] INITIATE HOIEARQAT zu?xPHza TqUULF jpgiSCTO0H+B iHG6mU1dTrfqJYoS o FyfAmcUrwF #CzuE2ubHp|

Y5+ 14HeQLMcO iR 7vohROj ZscHHnMDUrpq 33 15WAaU/LEN/ cOSR6dJDqH1bD 1wullS5 7dTr Th3y JZWHT/ bAQC qHUSS 2 GUGH] B4kPcnxEPUs-ApBuMGh +/Hugyf VMU TdWeEbfuvgYfas /7 fRUwAB Y
bhryiJWs1dvs IRIHF aMYgqfhLeGDr+q85aRIfEbqd/ 4RGRRF8Aa1x LhW1dPUCKUApfagl/ReimaQ 7 IBb2IYU 2 dtYyKhRwP j 0WSU40nkDzkUéHn auD3 iRy SR

Digest Processing, Cc) 1072014 Dimitrij R. Helevka

---- Macitani parametru - DK
gpwebpay-puk.jks
cd1234

flias privatnihe klice: alias

Heslo privatnihe klic Abcd1234

Privatni klic: OR

Souboer publicKeyStore: gpe.signing_test.cer
Uerejny klicz DK

URLEncoded podpis na vstupu: false
Provadet URLEncede na vystupu: false
Rodova stranka: UTF-8

Muereni podp pamnci verejneho klice:
Uysledek overeniz true

C:\Digest>_

Global Payments Europe, s.r.0., V Olsinach 80/626, 100 00 Prague 10 — Stra3nice, Czech Republic
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